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Robust and Secure Watermarking Using Sparse
Information of Watermark for Biometric Data
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Abstract—Biometric based system is used for security purpose
and identity of the person in many organizations in the present
world. This biometric based system has several vulnerable points.
Two of vulnerable points are the security of biometric data
at database and security of biometric data at communication
channel between two modules of biometric based system. In this
paper proposed a robust watermarking scheme using the sparse
information of watermark biometric. This scheme is proposed
for the protection of biometric templates at the communication
channel of biometric based system. The sparse information of
watermark biometric data is generated using detail wavelet
coefficients and compressive sensing. Then sparse information
of watermark biometric data is embedded into DCT coefficients
of host biometric data. This proposed scheme is robust to
common signal processing and geometric attacks such as JPEG
compression, adding noise, filtering, and cropping, histogram
equalization. This proposed scheme has more advantages and
high quality measures compared to existing schemes in the
literature.
Index Terms—Compressive Sensing, Multimodal Biometric,
Robustness, Sparse Domain Watermarking, Spoofing Attack.

I. I NTRODUCTION

T

HE biometric based system has been used rapidly in
many organizations for person authentication. This system is provided security against entering the unauthenticated
person into the system. This biometric based system is mainly
used at airport, laboratory and office for security purpose. This
biometric based system having more advantages as compared
to a traditional person recognition system. This biometric
based system is used biometric characteristics of a person
which is unique for every person [1]. But this biometric based
system has several issues to deal with [2]. There are main two
issues associated with biometric based system such biometric
data tempering at the database and at communication channel
between two modules of the system [1, 2]. There are other
issues such as sensor noise, inter-class variations, distinctiveness and non-universality of the template also associated with
the biometric based system.
Then researchers have introduced a new biometric based
system around 2003. This system is called as multimodal
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biometric based systm [3].This system has taken takes two
or more biometric template characteristics of the person for
authentication purpose. There are two issues associated with
this multimodal biometric based system is the generation of
multimodal biometric data and protection of this data [3]. For
these two issues, one of the solutions is a digital watermarking
technique which can be used for generating as well as provided
protection multimodal biometric data against an attack on the
communication channel of biometric based system.
There are many schemes proposed and described by researchers in the last decade. These schemes for proposed
for biometric template protection at communication channel
between two modules. These proposed schemes are faced
problems such as less quality of the template, less computational security and less payload capacity. Some of these
schemes are briefly reviewed related to the proposed work
in the following.
A. K. Jain and his research team proposed the application of
digital watermarking scheme in biometric based system. Authors in [4] proposed multimedia content protection framework
which is based on biometric data of the person. Authors in [5]
described watermarking scheme based on correlation approach
of PN sequences and DCT for embedding iris image feature
into face image. This scheme is provided two levels of privacy
where the face image is used as verification and extracted iris
features for cross verification of individuals. Authors in [6]
proposed a robust watermarking scheme for embeds fingerprint
data into a region of interest of another fingerprint image
by using a segmentation technique. This proposed scheme is
provided robustness against noise, geometric and filter attack.
Authors in [7] proposed Particle Swarm Optimization based
watermarking approach for multimodal biometric data security. They have described that PSO algorithm is used to find
best DCT coefficient for face image for watermark embedding.
The fingerprint image and demographic data which is watermark information are embedded into these coefficients using
quantization. They have also claimed that this scheme provided
more security and reliable system for personal recognition.
Authors in [8] proposed a watermarking scheme for improvement of the capacity of multimodal biometric templates. In this
scheme, a watermark biometric data are embedded into low
frequency AC coefficient of 8×8 DCT blocks of standard test
images. Authors in [9] proposed multimodal biometric watermarking scheme using DCT and Phase Congruency Model for
improved recognition and authentication of a person. In this
scheme, the facial features are embedded into the fingerprint
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image for e-passport and e-identification card.
The motivation of the present work arises from developing
a sparse watermarking algorithm which embedded offline
fingerprint as a watermark biometric data for security of
biometric data in the multibiometric system. the fingerprint of
every person is a unique and accepted trait for authentication
purposed in worldwide [1]. In this paper, transform domain
based scheme with compressive sensing (CS) procedure is proposed. In this scheme, the sparse information of a watermark
biometric image of the individual as a watermark is embedded
into highest AC coefficients of DCT of host biometric image.
The sparse information of a watermark biometric image is
generate using CS theory framework. The watermarking idea
borrowed from papers [10, 11, 12, and 13] with significant
modifications and improvements in implementation. The work
also goes a step further where compression as well as protection of biometric data taken place simultaneously.
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B. Discrete Wavelet Transform (DWT)
The Discrete Wavelet Transform is used for a computational
tool for various applications of signal and image processing
(e.g., The FBI uses wavelet transforms for compressing digitally scanned fingerprint images) [33]. The Discrete Wavelet
Transform (DWT) is decomposed the image into various
coefficients of frequency such as approximation coefficients
and detail coefficients. Where approximation coefficients have
a low frequency of the components and detail coefficients
have a higher frequency of the components. The Discrete
Wavelet Transform has a property such as the introduction
of sparseness in wavelet coefficients of the image. Sparseness
is defined as how many coefficients having non-zero values in
signal or image [17]. The DWT decomposition of any image
vector in various frequency coefficients is shown in figure 2.
Figure 2 shows that detail wavelet coefficients have sparser
than approximation wavelet coefficients.

II. U SED H YPOTHESIS
First review few basics of Discrete Cosine Transform (DCT)
and Discrete Wavelet Transform (DWT) which are used for
embedding watermark biometric into host medium and for
generation of sparse measurements of watermark biometric
image, respectively. The compressive sensing theory framework is used for generates sparse measurement vector form
watermark biometric image at embedder side. The watermark
biometric image is reconstructed from its extracted sparse
measurement vector at detector side.
A. Discrete Cosine Transform (DCT)
The discrete cosine transform is used for converting images
into its frequency domain. The advantage of cosine transform
is decomposed the image into the same size into the frequency
domain. The DCT decomposition of any image in different frequency coefficients is shown in Figure 1. The DC coefficients
have lower band frequency coefficients which are perfect for
watermark embedding but creates a problem of perception and
vice-versa is true for high frequency AC coefficients [8,14].

Fig. 1. Energy Distribution of DCT of Image

As a trade-off, in the proposed scheme, sparse information
of watermark biometric is embedded into highest AC coefficients of DCT of host biometric image. Embedding of sparse
information of watermark biometric is done by modulating
highest AC coefficients of DCT according to gain factor and
values of sparse measurement vector.

Fig. 2. Wavelet Coefficients of Image (a) Approximation Coefficients (b)
Detail Coefficients

As a trade-off, in the proposed scheme, sparse information
of watermark biometric image is generated using Compressive
sensing procedure. This is a necessary condition for application of CS theory on image is that the image must be sparse
on its own basis [15, 16]. So in this paper, detail coefficients
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of a watermark biometric image are used for generation of
sparse measurements of watermark biometric image.

C. Compressive Sensing (CS) Theory
A compressive sensing theory is a new signal processing
theory which is provided a signal or image acquisition in
its sparse domain. This theory is introduced by Donoho and
Candes in 2006. They are mathematically proven that the
signal or image can be recovered using few Fourier coefficients
but a necessary condition is that signal or image is in the sparse
domain [15, 16]. The compressive sensing theory is provided
image acquisition as well as compression simultaneously. The
compressive sensing theory is divided into two steps where the
first step is generating sparse information from the original
image or signal. The second step is reconstructed image or
signal from its sparse information using a CS reconstruction
algorithm. An image has a size of M×N is represented by
M×1 size of sparse measurement using below formula [16].
y =A×x

(1)

x = Ψ(f )

(2)

In the above equation, y is a sparse measurement of image,
A is a measurement matrix which is same for encoder and
decoder side, Ψ is a basis transformation matrix of image
which can be generated using any image transform like
Fourier, Discrete Cosine Transform (DCT) or Discrete Wavelet
Transform (DWT) and f is an original image.
The different cs theory reconstruction algorithms are described by researchers in the last decade for reconstruction of original images from its sparse measurement vector.
These algorithms are based on linear algebra and convex
optimization [16, 17]. These reconstruction algorithms mainly
divided into two types such as linear optimization based and
greedy techniques, respectively [18]. As a trade off, Discrete
Wavelet Transform (DWT) is used for generation of sparse
information of watermark biometric image at embedded side.
The orthogonal matching pursuing (OMP) algorithm [20] is
used for reconstruction of watermark biometric image from
its extracted sparse measurement vector at detector side.
III. P ROPOSED WATERMARKING S CHEME
This section describes proposed watermarking scheme,
where Discrete Cosine Transform (DCT) is applied to the
host biometric image and Discrete Wavelet Transform (DWT)
is applied to watermark biometric image. A watermark biometric image is converted into its sparse information using
compressive sensing theory. The sparse information of the
watermark biometric image is generated before embedding
into host biometric image using properties of the sparseness of
Discrete Wavelet Transform. The proposed scheme is carried
out in two phases, watermark preparation and embedding
procedure; watermark extraction and reconstruction procedure.
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A. Watermark Embedding Procedure
The steps for watermark preparation and embedding are
given below:
1) Take a biometric image as a watermark data and calculate the size of the image. Then convert the watermark
biometric image into vector.
2) 1st level Discrete Wavelet Transform (DWT) is applied
to watermark data vector and decomposed into an approximation and detail coefficients of the wavelet.
3) Then chosen detail wavelet coefficients as sparse coefficients which are denoted as x. The reason behind
details wavelet coefficients chosen as sparse coefficients
is that detail coefficients is sparser than approximation
coefficients.
[cA, cD] = DW T (WB ,0 wavename0 )

(3)

cD = x

(4)

Where cA = Approximation Wavelet Coefficients, cD =
Details Wavelet Coefficients, WB = Watermark Biometric Image in term of the vector, x = Sparse Coefficients
of Watermark Biometric Image.
4) Generate measurement matrix A with the size of M×N
using standard Gaussian distribution. This measurement
matrix A is same for embedder and decoder side.
5) Then sparse measurements of a watermark biometric
image is generated using below equation.
y =A×x

(5)

Where y = Sparse Measurements of Watermark Biometric Image, A = Measurement Matrix, x = Sparse
Coefficients of Watermark Biometric Image.
6) Then the sparse measurement of a watermark biometric
image is multiplied by sampling factor to get sparse
watermark information and which is denoted as WSparse .
The sampling factor is same for embedder and detector
side.
WSparse = β × y

(6)

Where WSparse = Sparse Watermark Information, y =
Sparse Information of Watermark Biometric Image, β
= Sampling Factor.
7) Take a host biometric image and calculate the size of
the image.
8) Discrete Cosine Transform (DCT) is applied to a host
biometric image and converted into AC DCT and DC
DCT coefficients. Then find largest AC DCT coefficients
of a host biometric image for embedding sparse watermark information.
9) Then sparse watermark information insertion into DCT
coefficients of a host biometric image using standard
watermarking equation [10] which is given below:
IW (u, v) = I(u, v) × (1 + k × WSparse )

(7)
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Where u, v is highest AC coefficients of DCT, IW is
watermarked biometric image, I is a host biometric
image, WSparse is sparse watermark information, k is a
gain factor.
10) Inverse Discrete Cosine Transform (IDCT) is applied to
modified DCT coefficients of a host biometric image to
get a watermarked biometric image.
B. Watermark Extraction and Reconstruction Procedure
The steps for extraction of sparse watermark information
and reconstruction of watermark biometric image from its
extracted sparse watermark information are given below:
1) Discrete Cosine Transform (DCT) is applied to watermarked biometric image and converted into AC DCT
and DC DCT coefficients. Then find largest AC coefficients of DCT of watermarked image which is used at
embedder side.
2) Discrete Cosine Transform (DCT) is applied to a host
biometric image and converted into AC DCT and DC
DCT coefficients. Then find largest AC DCT coefficients
of a host biometric image which is used at embedder
side.
3) Extraction of sparse watermark information by using the
watermark embedding reverse procedure:
WExtracted =

IW (u,v)
I(u,v)

−1

(8)
k
Where u, v is highest AC coefficients of DCT, IW is watermarked biometric image, I is a host biometric image,
WExtracted is extracted sparse watermark information, k
is a gain factor.
4) Then extracted sparse watermark information is divided
by sampling factor to get actual sparse measurements of
the watermark biometric image.
Recovery =

WExtracted
β

(9)

Where WExtracted = Extracted Sparse Watermark Information, Recovery = Extracted Sparse Information of a
Watermark Biometric Image, β = Sampling Factor.
5) The orthogonal matching pursuit (OMP) [20] algorithm
is applied to extracted sparse measurements of the watermark biometric image along with measurement matrix.
The output of OMP algorithm is sparse coefficients of
a watermark biometric image. Here sparse coefficients
are detail wavelet coefficients of a watermark biometric
image.
xExtracted = OM P (Recovery , A, M )

(10)

Where xExtracted = Extracted Sparse Coefficients of a Watermark Biometric Image, Recovery = Extracted Sparse
Information of a Watermark Biometric Image, OMP =
Orthogonal Matching Pursuit, A = Measurement Matrix,
M = Row Size of a Watermark Biometric Image.
6) Finally, inverse 1st level Discrete Wavelet Transform
(DWT) is applied to extracted detail wavelet coefficients

8

with original approximation wavelet coefficients to get
the actual values of watermark biometric image in term
of the vector. Then reshape the vector to generate
reconstructed watermark biometric image at the detector
side.
0

R = IDW T (cA, xExtracted ,0 wavename0 )

(11)

WReconstructed = Reshape(R, M, N )

(12)

Where WReconstructed = Reconstructed Watermark Biometric Image at Detector Side, x’ Extracted = Extracted
Sparse Coefficients of a Watermark Biometric Image,
R = Extracted actual values of a Watermark Biometric
Image in term of vector, cA = Original Approximation
Wavelet Coefficients of a Watermark Biometric Image,
M = Row Size of a Watermark Biometric Image, N =
Column Size of a Watermark Biometric Image.
IV. E XPERIMENTAL R ESULTS
The proposed watermarking scheme is tested and performed
by using standard Indian face database [21] and standard FVC
2004 fingerprint database [22]. The size of the test image
is 128×128 pixels. This proposed watermarking scheme is
tested using 50 host face images and 50 watermark fingerprint
images. The few of host face images and watermark fingerprint
images are shown in Figure 3 and 4, respectively.
For a generation of sparse information of watermark fingerprint image, detail coefficients of a watermark fingerprint
image are getting used by 1st level haar wavelet decomposition
and get sparse coefficients x with a size of 8192×1. Then
generate measurement matrix A with the size of 64×8192
using a random seed. Then generate sparse measurements
of watermark fingerprint image with a size of 64×1 using
y64×1 = A64×8192 × x8192×1 . Then sampling factor is multiplied with sparse measurements to generate sparse watermark
information is denoted as WSparse . For embedding, the gain
factor is chosen 2 and sampling factor 0.001. MATLAB 13
has been used for the implementation of the scheme. The
watermarked face image and recovered watermark fingerprint
image is shown in figure 5 (a) and (b), respectively.
The watermarked face image, sparse information of watermark fingerprint image, extracted sparse information of watermark fingerprint image and reconstructed watermark fingerprint image using OMP from extracted sparse measurements
is shown in figure 5, respectively.
The Quality measures such as PSNR and SSIM are used
for calculation of quality of watermarked and recovered watermark images. The quality of the watermark image is calculated
using Structural Similarity Index Measure (SSIM) which is
used to find similarity between two images [28]. SSIM defined
as follows:
SSIM (x, y) =

(2xy + c1 )(2σxy + c2 )
(x∧2 + y ∧2 + 1)(σx2 + σy2 + c2 )

(13)

Where x and y are corresponding windows of the same
size of the original watermark biometric and reconstructed
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Fig. 3. Host Face Images (a) H1 (b) H2 (c) H3 (d) H4
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Fig. 5. Fig. 5. (a) Watermarked Face Image, (b) Reconstructed Watermark
Fingerprint Image (c) Sparse Information of Watermark Fingerprint Image (d)
Extracted Sparse Information of Watermark Fingerprint Image

watermarked host image [7]. It is defined as:
0

PM PN
N CC =

I(x, y) × I (x, y)
PM PN
2
x=1
y=1 I (x, y)

x=1

y=1

(14)

Where I(x,y) represent the original watermark image and
I’ (x,y) represents extracted watermark image.
The NCC value can be anywhere between 0 and 1. The
closer the NCC value is to 1, the possibly increase the accuracy
of reconstructed watermark image [7]. In this paper, NCC
is used for finding a correlation between original watermark
fingerprint image and reconstructed watermark fingerprint image. The quality measures for proposed scheme under various
watermarking attack is summarized in Table 1. These results
are generated using host biometric image H1 and watermark
biometric image W1. The results shows that this proposed
scheme is robust against watermarking attacks.
Fig. 4. Watermark Fingerprint Images (a) W1 (b) W2 (c) W3 (d) W4

watermark biometric images, x∧ and y∧ are the corresponding
averages of x and y respectively, σ x 2 and σ y 2 are the corresponding variances of x and y. σ xy is the covariance of x and
y and c1 and c2 are appropriate constants.
In this paper, SSIM1 is used for finding similarity between
watermarked face image and original face image. Also, SSIM2
is used for finding similarity between reconstructed watermark
fingerprint image and original watermark fingerprint image.
The robustness of the watermarked image is represented
by Normalized Cross Correlation (NCC). This is used as the
quantitative measure to compared the original host image and

TABLE I
VALUES OF Q UALITY M EASURES FOR P ROPOSED S CHEME

Attacks
No Attack
JPEG (Q=90)
Gaussian Noise
SaltPepper Noise
Speckle Noise
Median Filter
Mean Filter
Histogram Equ.
Cropping

PSNR(dB)
48.89
44.48
29.99
28.07
29.65
46.32
28.10
20.97
18.07

SSIM1
1.000
0.999
0.998
0.997
0.998
1.000
0.997
0.992
0.973

NCC
0.950
0.952
0.920
0.904
0.927
0.952
0.531
0.214
0.094

SSIM2
0.995
0.995
0.992
0.994
0.993
0.995
0.909
0.608
0.330
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The scheme has been proposed for the purpose of achieving
high computational security and protection of biometric data
at the communication channel of biometric based system. The
higher value of quality measures of proposed scheme shows
that the effectiveness of the proposed scheme is maintaining
higher imperceptibility and good watermarked image quality.
This proposed scheme is increasing the payload capacity of the
watermarking scheme because of the same size of watermark
information can be embedded in the host data by application
of CS theory on watermark data before embedding. The
performance of the proposed watermarking scheme has been
compared with existed watermarking schemes [7, 9, 23, 24,
25, 26 and 27] using images show in Figure 3 and 4. The
results have been summarized in Table 2 and 3. The results
show that proposed watermarking scheme is performed better
than existed watermarking schemes.
TABLE II
PSNR O BTAINED BY P ROPOSED S CHEME C OMPARED WITH E XISTED
S CHEMES IN L ITERATURE

Host Image
Scheme in [7]
Scheme in [9]
Scheme in [23]
Scheme in [24]
Scheme in [25]
Scheme in [26]
Scheme in [27]
Proposed Scheme

H1
40.89
45.63
38.95
37.62
32.18
36.42
37.32
48.89

H2
40.95
44.81
39.42
38.82
33.15
35.82
37.76
49.42

H3
39.93
45.50
37.58
37.58
31.72
34.45
36.17
45.49

H4
41.34
44.51
39.24
39.33
33.92
36.96
38.08
63.26

TABLE III
SSIM O BTAINED BY P ROPOSED S CHEME C OMPARED WITH E XISTED
S CHEMES IN L ITERATURE

Host Image
Scheme in [7]
Scheme in [9]
Scheme in [23]
Scheme in [24]
Scheme in [25]
Scheme in [26]
Scheme in [27]
Proposed Scheme

H1
0.953
0.981
0.938
0.936
0.928
0.932
0.932
0.995

H2
0.961
0.975
0.941
0.939
0.931
0.918
0.938
1.000

H3
0.942
0.982
0.923
0.907
0.899
0.905
0.920
0.999

H4
0.964
0.975
0.944
0.942
0.929
0.912
0.926
0.994

In order to showcase the effect of watermarking on the
multibiometric system, face matching algorithm described in
[29, 30] used for face recognition which gives the Euclidean
distance between query face image and its closest match in
the database. Also, fingerprint matching algorithm described
in [31, 32] used for query fingerprint recognition which gives
the Euclidean distance between fingerprint image and its
closest match in the database. The advantage of this proposed
watermarking scheme is that query face image recognized
and fully authenticate with the enrolled watermarked face
image at embedder side using a face recognition algorithm
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[29, 30]. At detector side, query fingerprint image recognized
and fully authenticate with reconstructed watermark fingerprint
data using fingerprint recognition algorithm [31, 32].
In the proposed watermarking scheme, the accuracy of
face recognition and fingerprint recognition is 97.40 % (after
watermarking) and 92.45 % (after extraction and reconstruction) respectively. The verification accuracy of multibiometric
system using the proposed watermarking scheme is 94.93 %
with enhancement in the security of biometric data.
V. C ONCLUSION
A novel watermarking scheme using compressive sensing
(CS) framework for hiding multimodal biometric data protection has been presented in this paper. The scheme has been
proposed for the protection of biometric data against different
attacks at communication channel between two modules of
the multibiometric system. The presented scheme has been
applied compressive sensing theory framework on a watermark
biometric image before embedding into the host biometric
image. This step would be provided more computational
security against modification of biometric data because of
it is difficult to get correct measurement matrix and sparse
coefficients by an imposter or attacker.
This scheme is non-blind detection scheme. This scheme
is robust against various watermarking attacks. This scheme
has less imperceptibility, less robust against histogram Equalization and cropping attack. The performance of the proposed
scheme has been better than existed schemes in the literature
in term of PSNR and SSIM values. The theoretical payload
capacity of the proposed scheme is 100 percentage because
of the same size of watermark information are embedded into
host data.
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